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Deteccion de Ransomware con Seguridad Cognitiva
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1. INTRODUCCION AL RANSOMWARE

Concepto sobre ransomware

El ransomware se puede definir como un tipo de software
malicioso o malware. ElI ransomware (secuestro de "
informacién) es el término genérico para referirse a todo tipo

de software malicioso que le exige al usuario del equipo el
pago de un rescate. Al concretar la infeccion puede bloquear

el acceso al equipo o bien cifrar archivos para dejarlos
inaccesibles.

Historia del ransomware

Hace unos pocos afos, todo cambid. Bitcoin se expandid y se
hizo popular entre los ciberdelincuentes. La moneda cifrada
es, simultAneamente, un activo digital y un sistema de pago
imposible de rastrear o regular. Por supuesto, a los
delincuentes les resultd util, Ademas, se cambid a una nueva
estrategia: en lugar de bloquear el acceso a los navegadores y
a los sistemas operativos, comenzaron a cifrar los archivos de
los discos duros de las victimas.

En el ano 2018 y 2019 existen ataques de Ransomware incluso a Sistemas Industriales (SCADA) para
AEC I empresas de Agua Potable en USA.




2. FAMILIAS Y EVOLUCION DE RANSOMWARE

Ransomware Families:

1989

*AIDS Trojan
*Healthcare
industry

2012

*Reveton 2012

2013
2015

2013

*November

Crypto-locker

by FAKBER

CryptoWall

AEcC

2016

«January
*Ransom32

*L ock
(Dharma-Raa$)
+February
*Cerber
*Locky
«Marc
*Alpha-locker
May
+Petya and Mischa
+Cerber (Raas)
«June
*Golden-Eye

2015
+Februa
+May
+Tox
«July
*Encryptor RaaS
*August
+ORX Locker
*Hidden Tear
+September
+Chimera
*December
[ -Radamant (Raas)

2017 2018 2018
=January - January -August
*Rapid *SamSam
*Hotsman (+GandCrab | ( *Ryuk
*Flux *February =Coin Miner
*February *Data Keeper -RaaS
*Philadelphia *RedFox *October
*Ranion «Saturn *Shade
*Spotn _ -ShurlOckr *December
*Unlock26 Trojan «March -Snatch
«DOT ransomware «Earth
portal
*March
sKarmen
+FileFrozr
2017
R,
_.I:"?,taE:‘onaFé?;S ;:RiaS—Cryptoij
by Park Jin Hyok SOOI
«June *Ransom-Pishing
-MACRANSO 2017 *Matrix
«SHIFR «Jul *Vegal ocker
-July *March
*RaasBerry *September *BlackRouter
-Stampado -Paradise *hAnt
=August «November *Pop-Ransomware
+3301 *PadCrypt 3.0 *April _
«Karmen Variant *December .2Obt';l?;|00d)
" *EDAZ *Revil (Raas
.éﬂig;r _m __{Sodfnokfbi}

*Phobos (Raas)

2020

*January
*AKO
*Snake

* February
DoppelPaymer
*Ragnar Locker (install VM)

*March
*Nemty
*Nephilim
+Sekhmet

May
*Netwalker
*Ransom X
*WastedLocker

June

*Avaddon
*Cuba
*EvilQuest
(macO8§)
+August
*Darkside
(Raas)
+September
Egregor
*October
'?;t;’::r -FTCODE
» Thanos (RaaS) .;ﬁtg:neg;?cker
*Novembre «RansomExx
* Pure Locker (Linux)
* December
? -CONTI (Raas)
*Zeppellin

Note: List of ransomware that leaks victims' stolen files if not paid (year 2020)

Elaborado por: Ph.D (c) Juan Herrera ©




3. Ransomware: Estadisticas

Ransom attacks by Country
India leads Global Top 10 for firms hacked in Q2 ‘21

ttaly, 1.7
Philippines, 1.90% o Gl

Germany, 2.50%

USA, 3.40%
Pakistan, 3.80% .

India

Brazil, 3.90%

Emsisoft estimates
550,000 Ransomware
attacks in 3 months to 15t
July 2021, from 137k reports

EMSISOFT

Egypt, 4.10%

South Korea, 5.50%

Published July 2021

Indonesia, 10.00%
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Common Industries Targeted by Ransomware Q2 2021

Transportation Automobile

4.1% 0.8%

Technology Hardware... Capital Goods

6.2% 6.6%

Software Services Consumer Services

4.6% 91%
Retailing

5 4% Financial Services

Real Estate 6.6%

L.5% Food & Staples Retaili...

3.3%

Public Sector Health Care

16.2% 10.8%

Insurance

2.1%

Materials

5.4%

Professional Services Media

13.3% 2.1%

O COVEWARE




3. Ransomware: Estadisticas

Ransomware Victims
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Prometheus

1.2%
Lv

Team Snatch

1.3%
BABUK LOCKER

0.2%
MAZE

1300

Ragnarok

1.4%
Everest

13%
Egregor

11.2%

Conti

8.7%

Avaddon

6.9%

CLop

2 70 (]
DarkSide

16.0%

NetWalker

4.2%
Ragnar_Locker

6.1%

Pysa

11%
Sodinokibi (REvil)

8.0%

DoppelPaymer

9.9%
Nefilim

8.4%

NEMTY

17%

0.0%




3. Ransomware: Estadisticas

Ransomware Attack Vectors Attack Vector by Company Size

100.0% == RDP Compromise @ Email Phishing [l Software Vulnerability [l RDP Compromise [l Other

== Email Phishing

'g == Software Vulnerability 1tedo
% 75.0% == Other 1110 100
£

o 101 to 1,000
£

3 1,001 to 10,000
B 500% s A

=

g 10,001 to 25,000
2

= 25,001 to 50,000
£ 250%

§ 50,001 to 100,000
[$)

- [_,_/\/\ Over 100000
R 0.0%

@ COVEWARE

0%

25%

50%
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3. Ransomware: Estadisticas y Evolucion

Distribution by Company Size (Employee Count)
Over 100000

1t010

0.8%
1,001 to 10,000
19.8%

10,001 to 25,000
2.5%
25,001 to 50,000
0.8%

11 to 100
30.5%

O COVEWARE
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6.6%

101 to 1,000

38.7%

Double Extortion Ransoms
Cyber attacks on both Confidentiality and Availability

SOt Avaddon
0.4 o - / 11.1%
?{i:dllrloklblafREwl 9.2%

RanzylLocker 7 B?bﬁ
r_!ansomEm'Defray??? 6.1%

CLoP

lliag ﬁarok

Ea:g narLocker

0.4% / 8.0%
Pysa

NetWalker

Netim > )
;luléu;nnthcker ' & c o nt I
Ev;esl o
I‘_Eg;égm Cuba
IlaoppelPaymer b 1.3
B.2% 7 6°

(¥) ZEROFOX
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Observed eCrime Relationships in 2020

MALLARDEPDER
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Phishing the Most Common
Cause of Ransom Attacks

Leading causes of ransomware attacks reported
by managed service providers in 2020

Phishing email
Poor user practices/gullibility _ 27%
Lack of cybersecurity training _ 26%

Weak passwords/_ 21%

access management
Open RDP access _ 20%
Clickbait | 1 7%
Malicious websites - 14%

Lost/stolen user credentials - 10%

Based on a survey of 1,000+ managed service providers conducted in August 2020.
Respondents were asked to pick three answers.

Source: Datto

@®OG statista %a




Ransomware by EMOTET Botnet Infection:

& @ e _1 INFECTION a

PISHING - SPAM with Download EMOTET
Malware Troyano

malicious

attachments (macros) O EMOTET creates registry

ESTABLISH PERSISTANCE Q auto start keys and injects

(| itself into running process
0]

e 7
" INSTRUCTIONS PHASE J,

EMOTET reports a new
infection to its C&C server
and receives instructions

ra

& e
.—I *--»(r’

Actors
monitor

az Outlook Scraper

@ NETWORK PROPAGATION e @ %susl

PassView
Credential
f‘*’*‘*’L] Enumerator
Pass.
NetPass.exe @
Mail PassView
Victim
Network is @@@@
Ransomed
Elaborado por: Ph.D (c) Juan Herrera
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Tecnicas y herramientas para el analisis de Ransomware
TIPOS DE ANALISIS DE RANSOMWARE

Analisis estatico: En este analisis, el

comportamiento del ransomware se examina

estadisticamente mediante el estudio de su
interaccién con el entorno, los datos capturados,
los archivos manipulados, las interrupciones de la
red y puertos, y las actividades operativas, entre

otras.

Analisis dinamico: Se lleva a cabo a través de un proceso de ingenieria
inversa, donde el cddigo malicioso del software se decodifica,
examina, analiza y descompila. En este analisis, se emplean varias
herramientas, como los depuradores, que analizan el codigo de
software equivalente, y descompiladores, que convierten el
ransomware en su codigo binario equivalente.

HERRAMIENTAS PARA EL ANALISIS

Sandboxing: Es la practica de engafar a una
aplicacion o programa para que piense que se
esta ejecutando en una computadora normal y
observar el comportamiento. A menudo se usa
para ejecutar codigo no probado, o programas

no confiables de terceros no verificados,
proveedores, usuarios no confiables y sitios web
que no son de confianza

Cuckoo Sandbox: Sistema de analisis
de malware. Significa que se puede
lanzar cualquier archivo sospechoso

en él y en cuestion de segundos

, Cuckoo va a entregar algunos

/ resultados detallados que describen

lo sucedido dentro de un entorno

aislado

AECI




1. Research Hypothesis

Is it possible to build a dataset containing goodware and
typical ransomware samples that allow building machine
learning models that achieve early detection of this threat
to minimize the damage it can cause?

Training and Testing phase

IE Goodware &
& — I

IID Ransomware Training & Testing Predictive model

Protection phase

D Unknown 3 ;@ — Ransomware/Goodware

executable

Processing Model decision
by a predictive model

Machine Learning: detection algorithm lifecycle

AECI




2. MITRE ATT&CK Matrix for Ransomware

Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access  Discovery Lateral Movement  Collection Command Exflitration Impact
and Control
PR g ————
I X 7 ~ i N7 >
Dirnva-by User Execution ' Registry Run Klyn,.fl Valid Accounts Dizabling Security Brute Foroe (TTO) ] Network Service Y Remote Desktop Data from Looal Remote Access Transfer Data I? Data Enarypted for 1
Compromise (Mz0o4) 1 Startup Folder 1 (To7E) Toals (TI083) I Scanring (T1048) | Protsesl (TI078) System (TI008) Tools (T1218) I to Cloud Account || Impact (T14886) 1
(Thas) | (Toso) I 1 (11557) H 1
L . e e e e Py N, | i ——
External Remata lPow-rSh-II mnaa]\ External Remate Explaitation for Group Polley Credential Dumping 1 MNetwark Shane l' Windaws Admin I Datafrom Netwerk - Remaote Flle Copy 1 Exicration Cver Inhdbit Systern
Services [TN53) 1 1 Services (THEE) Privilege Escalation  Modifloation (T1484)  (TI003) 1 Diseovery [TH55) 1 chares (To77) ] Shared Drive 1 (Tnos) | OtherNetwork Recevery (T1480])
I 1 (T1088) N ) (7105) 1 J Medium (Ti0)
— - 1 1 | N \ ey
f Spearphishing ll Command-Lina I Create Account Redundant Access  Credentials in fles | Remote System I Windows Remote Mudti-hop Praxy Data Encrypted Resource Hijacking
| artachment (rnaz) I Interface (T1059) ] (TnE6) (Tnos) (T1081) Dissovery (TI018] 1 Management (ThEs) (mozz) (T1a88)
1 J | J Croze)
Spearphishing Link  Soripting (TI064) Schaduled Task Masguerading Credentials fram System Information Exfiltration Over
[Tnaz) (TI0BE) (TM03z8) Web Browsers Diecovary (T1082) Command and
(T1505) Control Channal
(T1041)
Valid Assounts Windows Valid Aseounts Bypass User Permission Groupe
[(To78) Management (T1078) Acaount Cantral Diecovary (T1069)
Instrumantation (TM0asg)
(T1047)
Supply Chair Exploitation New Servios NTFS File Attributes Password Policy
Compromize [TNB5)  for Client (T1050) (To9s8) Disoovary (T1201)
Execution( T1205)
Trusted Relationship  Mahta (Mshta) Madify Exiating Obfuseated Files Damain Trust
[Tnae) Sarvice [TIOS1) af Information Discovary (T1482)
(Toz7)
Exploit Publie-Facing  Schaduled Task WMI Event Deobluscate,/ MNetwark
Application (T80)  (T0B3) Subsoription Decode Files Configuration
(TI0B84) or Information [T018)
(Tn4o)

Ref: Ransomware 2020 Analysis, Group-1B

AECI

File and Directary
Parmissions
Madifleation [T1222)

Fila Deletion (TNOT)

|

N N N N N NN SN SN NN NN SN SN BN BN NN SN SN SN NN NN BN NN NN SN SN SN NN N SN S S

I ATT related to Dataset features of Phase 2




3. Test setting - Features analyzed for the Dataset

Report.JSON 326 Features Total

_ procmemory *network
Exgssr m‘:m Objetos regions [Tls @
O Info lyara < Udp D
- - I&memow num dns_servers
target @ file http
extracted urls icm
summary lbuffer @ extracted smtp
Sandbox @ c9nnects7ip B virustotal pid < Jtcp D
Experiment file_created D> network smtp_ex
file recreated signatures mitm
directory created static @ hosts
dIl loaded D dropped pcap_sha256
file_opened behavior dns
file_copied debug http_ex
@ rfagkey opened e screenshots »processes <domains —__ydns
file_moved i strings brocess_path dead_hosts type
file_written ehintc metadata calls sorted_pcap_sha256| [request
file_deleted apistats — irc answers
file_exists rocess;es ‘ ;ZCk https_ex
rocesstree
;ir::ti;(iled L cummar ‘ @ process_name

command_line

guid

- modules
L quesy. time
. o —
Features added to command_line P ltid
Phase 2 (14 total) file_read first_seen Features Phase 0 & Phase 1
@ regkey_read ppid (8 total)
directory enumerated type

regkey written

Elaborado por: Ph.D (c) Juan Herrera

AECI



3.1 Procmemory, Network and Behavior objects

PROCMEMORY

4
o
g
=2

AECI

It allows the
creation of memory
dumps for each
analyzed process
(before they finish
or before the
analysis ends).

Includes
information on the
network
infrastructure used
during the analyses.

File

Urls

pid

hosts

dns

domain

File created as a memory
dump

Urls generated during the
execution of memory
processes

Process identifier

hosts involved in the
analysis. Help create
blacklists

DNS servers involved in the
analysis

Domains involved in
communication

network analysis of the tcp
protocol

network analysis of the udp
protocol

Feature chosen because the
file runs in memory. Phase
Oand 1.

Feature chosen because it
stores in memory a list of
urls that can be filtered to
blacklists. Phase 0 and 1.
Feature chosen because it
identifies the generated file
(File). Phase 0 and 1.
Feature chosen because of
the communication that
exists with a malicious host.
You can create blacklists.
Phase 0 and 1.

Feature chosen due to
communication with
external domain servers.
DNS sub-characteristics
(request). Phase O and 1.
Feature chosen due to
communication with other
domains. DOMAIN sub-
characteristics. Phase 2.
Feature chosen due to the
use of communication via
tcp protocol. TCP sub-
characteristics. Phase 2.
Characteristic chosen due
to the use of
communication via udp
protocol. Sub
characteristics UDP. Phase
2.

Report.JSON

Object | Description _|Feature __|Explanation ____|Observation

o
Q
S
<
T
LLl
om

It allows to see
the behavior of
ransomware, that
is, to see the
processes that the
ransomware
performs, libraries
to which it makes
calls, registry keys
that affect

Summary

Summary of files, log
keys, directories and
commands involved
during the execution of
processes

Feature chosen because
it contains parameters
that affect infected
systems.

The sub-charactistics
summary (regKeys) has
been chosen. Phase 0, 1
and 2.

Also, the sub-
characteristics
(file_created, dll_loaded,
and command_line) have
been chosen. Phase 2

g B




3.2 Test setting — Obtained a balanced Dataset

-
T e e e e e e e e e e .

OBJECT FEATURE CRITERION OBJECT FEATURE CRITERION
Behavior regkey_opened Feature taken because of the Network hosts Feature taken due to
;:)hangie_si) ll_:Lhey make in the OS -flomll'nu;i%aﬁanf Phof hosts
art o ase 1. mvolved. Fart o ase 1.
f ‘Behavior Tegkey _rea Feature taken Decause e \I Network request A feature took due to
1 @ changes they make in the O3 1 communication to domain
\ Part of Phase 1& 2 servers (requests). Part of
Behavior regkey_written Feature taken becavs¢ ofthe | [ | Phasen _
changes they make in the OS ¢~ Behavior file_created A feature took because of the
Part of Phase 1. @ files that are created by the\
Behavior processes Feature taken l?ec.ause of the | artifact in the OS Part of
processes running on the OS
CPh Phase 2
Part of Phase 1. [ Behavior dll_loaded Characteristic tock because of
Proecmemory files Feature taken because of files [ .
@ the dlls that load the artifact
created by memory processes. [ durine its executi Part of
Part of Phase 1. 1 (NS IS exectuhiorn. °
Proecmemory urls Feature taken due to urls Phase 2.
’ 1 [ Behavior eommand_line A feature taken because of the
created by memory processes. @ ds th a
Part of Phase 1. : ;Oalrtmonfa;hase; artifact uses.
| Network domains A feature took because of
domains involved in
: (::) communication. Part of
Phase 2.
[ Network tep A feature taken due to
I @ network analysis of the tep
protocol. Part of Phase 2.
it 3 Network udp @ A feature taken due to
L | twork lysi f ud
] ™ Selected features to Predictive Models B B, P phas 2,

B
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3.3 Test setting - Artifacts for Dataset

ID [NAME SHA1 MD5 TIPO FAMILY |EXPERIMENTS
1 |7-ZipPortable 9.20 Rev 2.paf.exe [35bcca0e8b907386cadc7536dc55913e3c71b220 |[7fad441c55a838e0691328cebde21802 PE32 executable (GUI) Intel 80386, for MS Windo{G 20
2 |AdbeRdr11008 es ES.exe 2a08e431163c6129697d0aae 7f4f9915bc90b2ba  |3472d1522f9568534a9116400af lalbe PE32 executable (GUI) Intel 80386, for MS Windo{G 10
3 [AcroRdrDC1901220036 es ES.exe |ad998431blec06b2ea2087e3a2ebc65a6d23bade |153311a588chbc6f45ea4401bf081fec PE32 executable (GUI) Intel 80386, for MS Windo{G 10
4 |[cerber.exe ¢69a0f6c6f809c01db92ca658fcf1b643391a2b7  |8b6bcl6fd137c09a08b02bbelbb7d670 PE32 executable (GUI) Intel 80386, for MS WindoyE 20
5 [chrome.exe 04ca28f529aae 1db4be4cfb4c601f57¢7d08f997  |da2965d0020f4156141c783ebcd64f0f PE32 executable (GUI) Intel 80386, for MS Windo{G 20
6 |cryptolocker.exe 65559245709fe 98052eb284577f1fd61c01ad20d |04fb36199787f2e3e2135611a38321eb PE32 executable (GUI) Intel 80386, for MS WindoyE 20
7 |cryptowall.bin €a963033h9a285b8cd0044df38146a932¢838071 |47363b%4cee907e2b8926c1be61150c7 PE32 executable (GUI) Intel 80386, for MS WindoyE 20
8 [dllhost.exe ab0af67fd000646ed231ee421e5c71798d0d86a0 |0f886de058726bb6323bfd98773fad26 PE32 executable (GUI) Intel 80386, for MS Windo{G 10
9 [dllhost.exe ace 762¢51db1908c858¢898d7e0fob36f788d2d9 |a63dc5c2ea944e6657203e0c8edeaf6l PE32 executable (GUI) Intel 80386, for MS Windo{G 10
10 | explorer.exe 78f905f135771dec96466f753195adf5e 7bf7c9 | 7522f548a84abad8fa516de5ab3931ef PE32 executable (GUI) Intel 80386, for MS Windo{G 10
11 | explorer.exe 84123a3decdaa217e3588alde59feb6cee 1998004 |38aelb3c38faef56fe4907922f0385ba PE32+executable (GUI) x86-64, for MS Windows |G 10
12 [firefox.exe efe760ee6f516adb01e3092e 78bdad04df908b56 |9adch5abe8bb7e1a9355632817d23f43 PE32 executable (GUI) Intel 80386, for MS Windo{G 20
13 |locky b606aaad02bfe4alsef80165e964d384f25564e4 |b06d9dd17c69ed2ae 75d9e40b2631b42  |PE32 executable (GUI) Intel 80386, for MS WindoyE 20
14 |Petrwrap.exe 34f917aabab684fbe56d3c57d48ef2alaa7cf06d |71b6a493388e7d0b40c83ce903bc6hb04 PE32 executable (DLL) (console) Intel 80386, for |L 20
15 [petya.bin d1c62ac62e68875085h62fa651fh17d4d7313887 [a92f13f3alb3b39833d3cc336301b713 PE32 executable (GUI) Intel 80386, for MS WindojL 20
16 [radamant.ViR 05ae9c76f8f85ad2247c06d26a88bbbcfff4d62e  |6152709e741c4d5a5d793d35817b4c3d PE32 executable (GUI) Intel 80386 (stripped to exE 20
17 |satana.bin 5b063298bbd1670b4d39%e 1baef67f854b8dchadd |46bfd4f1d581d7¢0121d2b19a005d3df PE32 executable (GUI) Intel 80386, for MS WindojL 20
18 [services.exe 7cf0d257861a23191a9d482a51783593d6a64f74 |d658a8c2fc7b2ad53d1259741a09%ee 04 PE32 executable (GUI) Intel 80386, for MS WinddG 10
19 |services.exe ff658a36899e43fec3966d608b4aad472de7a378 |71c85477df9347fe8e7bc55768473fca PE32+ executable (GUI) x86-64, for MS Windows |G 10
20 [svchost.exe laae36311da414c8fd5b32956aaed1d82237ab08 |4f2340f0bd5b6365c38e 74dd391919a8 PE32 executable (GUI) Intel 80386, for MS Windo{G 10
21 |svchost.exe 4af001b3c3816b860660cf2de2c0fd3c1dfb4878 |54a47f6h5e09a77e61649109c6a08866 PE32 executable (GUI) Intel 80386, for MS Windo{G 10
22 |teslacrypt 51b4ef5dc9d26b7a26e214cee90598631e2eaab? |6e080aa085293bb9fbdcc9015337d309 PE32 executable (GUI) Intel 80386 (stripped to exE 20
23 |wannacry.exe 5ff465afaabcbf0150d 1a3ab2c2e 74f3a4426467 | 84¢82835a5d21bbcf75a61706d8ab549 PE32 executable (GUI) Intel 80386, for MS WindoyE 20
24 |WinRAR.EXE 0d95¢17831e9cd4d0d 7efh9efa866437eed186fd [b78d7h5d2fche1171a3500cc2176f9c9 PE32 executable (GUI) Intel 80386, for MS WinddG 20

TOTAL 380

Artifacts Directory:

https://github.com/ytisf/theZoo/tree/master/malwares/Binaries

https://www.exefiles.com/en/
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4. Results (Dataset & Features Selection)

D FEATURES
S5F1 (regkey read, udp, file created), dll loaded, comand line, domain, tcp
4F1 (regkey read, udp, file_created), command _line, domain, tcp
4AF2 (regkey read, udp, file_created), dll_loaded, command_line, domain
4F3 (regkey _read, udp, file_created), dll_loaded, command_line, tcp
AF4 (regkey_read, udp, file_created), dll_loaded, domain, tcp
4AF5 dll_loaded, comand_line, domain, tcp
3F1 (regkey read, udp, file created), comand line, domain
3F2 (regkey read, udp, file created), comand line, tcp
BeSt Features 3F3 (regkey read, udp, file _created), dll loaded, comand_line
— 3F4 (regkey read, udp, file_created), dll_loaded, domain
3F5 (regkey read, udp, file_created), dll_loaded, tcp
Phase 2 3F6 {regkey read, udp, file created), domain, tcp
3F7 comand _line, domain, tcp
3F8 dll loaded, comand line, domain
3F9 dll_loaded, comand_line, tcp
3F10 dll loaded, domain, tcp
2F1 (regkey read, udp, file_created), comand_line
2F2 (regkey read, udp, file_created), dll_loaded
2F3 (regkey read, udp, file created), domain
2R (regkey read, udp, file created), top
2F5 comand line, domain
2F6 comand_line, fcp
2F7 dll loaded, comand line
2F8 dll loaded, domain
2F9 dll_loaded, tcp
2F10 domain, fcp
1F1 (regkey read, udp, file created) S ————
1F2 comand_line I See MITRE ATT&CK Matrix - Dataset features of Phase 2 I
1F3 dil_loaded o e e e e e e e e e e e e
1F4 domain .‘3 E
1F5 tep
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4. Results (Dataset) — Performance Models

Best
Results

Phase 2

% N N EN EN ED ED D D D R,

AECI

N -

s~ S
ALGORITHM/ | Accuracy | Presicion | Recall Classification "Accuracy Presicion | Recall Classiﬁcation\k
CHARACTERISTICS | MODEL training training training Error training|| testing testing testing | Error testing
(regkey_read, udp, I I
I
E";—]:fjiﬁﬂl Gradient 99.72% | 99,82% 98,48% 028% Il 9967% | 9981% |BM% 033 !
domain Boosted Trees 1 I
(regkey_read, udp, | I
file_created), Gradient 98.48% | 99.12% 97,37% 162% 1 o838% | 9910% |9694%| 162% |
comand_line, tcp Boosted Trees 1 I
(regkey_read, udp, I -
g:f_—;:ff;j:’}* Cradient 94.48% | 9912% 97,38% 152% || 9838% | 9910% |9694%|  1,62% :
comand _line Boosted Trees ! 1
(regkey_read, udp, i -
file_created), Gradient 99.73% | 99.82% 98,48% 027% I 9967% | 9981% |9811%| 033% |
dil_loaded, domain | Boosted Trees 1
(regkey_read, udp, : I
file_created), Gradient 98.48% | 99.13% 97,38% 152% g 9838% | 9910% |96904%| 162% |
dil_loaded, tcp Boosted Trees 1 I
(regkey_read, udp, [ I
file_created), Gradient 99,72% 99,80% 98,48% 0,28% : 99,68% 99,81% | 98,11% 0,32% i
domain, tcp Boosted Trees 1 I
"!""“’T‘d—t"';:e’ Eg:’ei‘:m 61,35% | 8624% 36,54% 3865% I 6114% | 8663% [3672%| 3886% |
dil_loaded, : I
comand_line, Random 61,39% | 86,69% 36,23% 38E1%  6117% | 8323% |3639%| 3883% |
domain Forest 1
::a':z‘;eﬂ;,l . tep Es:’ei‘:m 50.85% | 86,10% 35,21% 40,15% : 5964% | 8642% |3523% | 4036% |
ail-loaded, domain, | Random 6152% | 8681% |  3673% 3848% N 6130% | 86,67% |3686%| 3870% 4
p \\ ,I

True positive ra

False positive rate (FPR) =

F-measure =

Accuracy =

TP
te TPR) = 75 7N

T FP+TN

_— TP
.8 = e —
TEeCcLsion TP+FP

Recall = TPTEN

2 % Precision x Recall

Precision + Recall
TP+TN
TP+TN+FP+FN




4. Results (Dataset & Models)

COMPARISON OF TRAINING DATASET - ALL COMBINATIONS
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o
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Trabajo de Investigacion Doctoral

;HACIA DONDE
VAMOS?

(Mejores Modelos
de Prevencion)
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Nuevo ambiente de Experimentacion para Dataset

1 Maquina 3: CPU:4
Almacenamiento RAM: 16 GB
Responsable de Almacenar HDD: 500 GB
Logs (BIG DATA) y artefactos S50: Ubuntu 16.04.1
(Ransomware) de pruebas. DHCP - conexiones fisicas
Mdquina 2: CPU: 8
Procesamiento RAM: 16 GB
Responsable de Procesar HDD: 300 GB
dataset y gestién de Modelos S0: Windows 10 Home
Fast Ethernet o i . e -
de aprendizaje de maquina. DHCP - conexiones fisicas
Maquina 1:
Host Cuckoo
Responsable de gestion de '~ ~ 7 7 T T T T T 77 VirtuaINet\m?rk: o - T 1
Victimas, andlisis de caracte- Una red aislada de maquinas
Firewall risticas y parémetros, vy virtuales para procesamiento y
generacion DATASET. andlisis de atagues.

GATEWAY 1P:

CPU: 8
RAM: 16 GB 192.168.56.1 (" Virtual Network | RED: 192.168.56.0 /24

SO: Ubuntu 16.04.1
DHCP - conexiones fisicas

|

|

|

|

1

|

|

HDD: 500 GB :

|

|

|

|

Router |
|
|
!

Victimas

i
|
| |
! |
[ !
! CPU: 1 CPU: 1 CPU:1 CPU: 1 CPU: 1 !
! RAM:1 GB RAM: 2 GB RAM: 2 GB RAM: 2 GB RAM: 2 GB :
|

| |
| [
| |

. HDD:20 GB HDD:50GB  HDD:50GB  HDD:50 GB  HDD:50 GB |
EETTIL SO:WinXP  SO:Win7 SO:Win7  SOIWIin10  SO:Win10
Ultimate Professional Enterprise Professional

AEC I Elaborado por: Ph.D (c) Juan Herrera




Nuevos artefactos para Experimentacion Dataset

Artefacto Goodware seleccionado debido a su
comportamiento de encripcién y cifrado de archivos
Artefacto Goodware seleccionado debido al acceso

1[7Zip Goodware 8863

2|/Administrador de tareas (Taskmgr) Goodware 15092que tiene a procesos y tareas de sistema
AP WINDOWS SECURITY CRYPTOGRAPHY Artefacto Goodware seleccionado debido a que
} Goodware 18455/ " . - . .
(cipher) realiza cifrado de archivos del sistema operativo
4API WINDOWS SYSTEM INFORMATION Goodware 18075Artefalcto Goodware seleccionado debido a que
REGISTRY (regedit) interactda con las claves de registro
API WINDOWS VOLUME MANAGEMENT Artefacto Goodware seleccionado debido a su acceso
; Goodware 20973 .
(diskpart) a volumenes y particiones
6IBitlocker Goodware 8625A_rtefacto Goodware selecionado debido a que cifra
discos y/o carpetas que se deseen
7|BitPaymer Encryptor 8852
8|Cerber Encryptor 45937,
9lemd Goodware 42852 Artefacto Goodware _selecuona_do debido a que dentro
de este se pueden ejecutar scripts 0 comandos
10/Cryptolocker Encryptor 50959
11Cryptowall Encryptor 51367
12|Crysis Encryptor 69458

Artefacto Goodware seleccionado debido a su acceso
13(dllhost Goodware 43604fal manejo de dlls durante diferentes etapas de uso de
software. (ejecucion, instalacion, etc)

14|Eris Encryptor 57963

Artefacto Goodware seleccionado debido a la
15|Escritorio Remoto de Windows Goodware 21389jinteraccion de control que se puede tener con
permisos otorgados sobre este

16|GandCrab Encryptor 51564
17/gpg Goodware 54911

Artefacto Goodware seleccionado debido a que se
realiza cifrados de llaves pulicas y privadas
Artefacto seleccionado debido a a que permite realizar

1gPScan Goodware 56128 escaneo de direcciones IP en distintos ambientes
19|Locky Encryptor 50926
20Maze Encryptor 56764

AECI
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Nuevos artefactos para Experimentacion Dataset

Artefacto seleccionado debido a que a su uso para getion

21|Microsoft SQL Server Compact Goodware 52251 de bases de datos
Artefacto Goodware seleccionado debido a que permite

22|Nmap Goodware 45927|realizar escaneos de disticntos parametros tales como
puertos abiertos, direcciones ip entre otros

23|Petrwrap Locker 47404

24Petya Locker 49640

25/Phobos Encryptor 75790

26|Radamant Encryptor 55138

27|RansomX Encryptor 58813

28|Ryuk Locker 64178

29|Satana Locker 56424

30lservices Goodware 532 48Artefact_o, Goodware_s_elecciongdo debido asus
interaccion con servicios del sistema operativo

31jSodinokibi Encryptor 57347,

32|STOP Encryptor 55898
Artefacto Goodware seleccionado debido a que

33|svchost Goodware 49379|comprueba el sistema opeartivo y en la mayor parte de
ocaciones es la principal victima de ataques de malware

34iTeam Viewer Goodware 55569 Artefacto Goodware seleccionado debido a su interaccion
de control remoto

35[Teslacrypt Encryptor 59166

36lVNC Goodware 478703\rtefacto Goodware seleccionado debido a su interaccion

e control remoto

37|WannaCry Encryptor 67171

38\WhatsAppWeb Goodware 3 4800A_rtefacto Goodw_a,re selecci_qnado debidq a que usa
cifrado en el envi6 y recepcion de mensajes

39\Winrar Goodware 53783Artef_actc,) Goodware selecci_onado debido a que usa
encripcion y cifrado de archivos y/o carpetas
Artefacto Goodware seleccionado debido a que permite

40\Wireshark Goodware 43594|obtener informacion importante a través de la red

2.000 Experimentos

1836147

510,04

21,25

mediante archivos pcap




Generacion Automatica de Dataset para Modelamiento

@ Cuckoo Report Filter

Reparts Directory: | Select a directory Family and Artifact @
Select Feamures Select Fearures
Procmemory * signatures
extracted » sratic
virustotal . behavior
network v debug

® @

® ©

Extraction Method: ® Memory Based YO Based

X Cancel

AECI



Generacion Automatica de Dataset para Modelamiento

i Select Features l = » =TT behavior
» » Seleck Fest res apistats

File - signatL!r_es - processes
e :Fjamlh'est‘ process_path
proc pi g o
= || procm_extracted o ] it process_name
name L beh_command line
v Ca .d
ppi
type category ~ [ processtree
ext_urls sign_stacktrace tree_process_name
path api tree_command _line
» * || extracted arguments children
info » v static - sumrlnary ]
i ted_dll_count file_create
program Imported_ail_ i
v : v e _imports dll_loaded
» ) vir l:rT:D:Srlnma P 3l P regkey_opened
Dosith ry - pe_resources wmi_query
positives pe_res_name cpmmand_lme
* || network filetype ﬂleiread .
ﬂdp ™1 PR ;?Ee;z?;eznumerated
l:cnplS et gﬁE::&name regkey_written
mitm » ~ | debug
hosts action
domains errors
dead_hosts log -
v dns
request

[ Seleccidn de hasta 50 Caracteristicas de cada archivo .JSON ]
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Nuevos Modelos en Experimentacion
(Aprendizaje y Testing)

Training and Testing phase

IID Goodware &
& —

Ransomware " _ o
m Training & Testing Predictive model

Protection phase

D Unknown 3 ;@ — 3  Ransomware/Goodware

executable

Processing Model decision
by a predictive model

Machine Learning: detection algorithm lifecycle fl F

L]
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ESCUELA

Le el POLITECNICA
S

NACIONAL

TECHNOLOGY

Deteccidn de Ransomware con
Seguridad Cognitiva

Gracias por su Atencion.

Preguntas?

mauil: juan.herrera@leveltech.com.ec
www.leveltech.com.ec
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